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m TCP&UDPIIXTE
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EFRINWRL , FEAOTENN TR,

http://www.hi-flying.com/download list dc/&downloadcategoryid=14&isMode=false&com
p_stats=comp-FrontDownloadsCategory show01-1376450727769.html|

http://gb.hi-flying.com/download list dc/&downloadcategoryid=14&isMode=false&comp
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4. TEHERE
4118855
R TES TS,
IP:192.168.0.1
“" Ethernet Cable
Wireless —— P

1P:192.168.0.107 /;7”//7/,//

) SecureCRT _
: \USB Cabl

Power Supply and UART
I0TManager communication

4.2. TCP&UDP T Hillliff HTTP fRs328
BRIk HTTP JRIEHEMRE

POST /devices/1083662/datapoints HTTP/1.1
api-key: hkqvUPkOuliRHSOgbebZv244wvM=
Host:api.heclouds.com

Content-Length:59

{"datastreams":[{"id":"temp","datapoints":[{"value":20}1}]}
HTTP/1.1 200 OK
Date: Thu, 01 Sep 2016 10:23:16 GMT
Content-Type: application/json
Content-Length: 26
Connection: keep-alive
Server: Apache-Coyote/1.1
Pragma: no-cache
{"errno":0,"error":"succ"}
B2 TCPRUDPTEELE - [api.heclouds.com:80]
Operate(Q) View(V) Windows(W) Help(H) Language
) CreateConnn & CreateServer | 12 B Q| = 52 | % Disconnall | 38 DeleteConn %2 | B | B |
Properties = Sgapi.heclouds.cwm:BDI

F-M Client Mode
DestIF
P apihecouds.com:80 - Send [~ AtuoSend Eve |[LOO 05
M Server Mode . [~ Send Mex | Send File[ Send Received cL T B
s DestPort: |60 ear | Option|  Broadiption

POST /devices/1083662/datapoints HITE/1.1

r api—key: hlqrUPkOuliKHS0ghebZr2ddmit=

4001 Host: api. heclonds. com

Type ’ﬁ Content-Length 58

o {*datastreans™ [{*id": “temp”, “datapoints”: [{*ralue":20}1}1}
Eve |1 s

I=

Eve |0 ns
Rec StopShow Clear Sare Option| [T ShowHex
_Disconmece | " Sarelta Tine) |

Count

HTTE/1.1 200 OK

Dete: Thu, 01 Sep 2016 10:18:35 QT
Content-Type: application/json
Recw  [203 Content-Length: 26

Connection: keep-alive

Clear Server: Apache—Coyotesl.1

Pragna: mo-sache

send [

{*errne™:0, “error”: “suec”}
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4.3. EERIA&IX HTTP &R

Step 1 : B TCP ZFimiERE
€ Name : Socket ZFR

@ Local Port : fi TCP Client N FERBREIEIRE S 0 , RiA it CREH
€ Protocol : Tcp Client
& Server : [RS3E8MEUE , #£451 : api.heclouds.com
& Server Port : R$3E8umO , 451 - 80
Name Tcp Client
Local Port 0
Buffer Size 512
Keep Alive(s) 60
Timcout(s) 300
Protocol Settings
Protocol Tep Client M
Scrver api.heclouds.com
Server Port 80

Step 2 : IREFERG , TAIA TCP ZFmERINT.

Communication State - 'Tcp Client’

Received Bytes Received Frames
0 0

Sent Bytes Sent Frames

0 0

Failed Bytes Failed Frames

0 0

Protocol State

TCP-CLIENT Connected

Client Ip

183.230.40.33

Step 3 : FTHEORELIESH
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@ Options

General
i Event Control

iFlow Control Custom Baud Rate

i Timeout Contrel
. Mond tor Comtrol [JEnable 115200

Serial Port Settings

Fort: |CONMB ~

Baud Rate: 115200 “
Farity Bit: (HOWE e
Data Bit: |8 ~
Stop Bit: |1 R

Buffer Size: &102

Step 4 : FJHEO , KIEBEEHE (FRELEERAEEES , ELEE Cli pdiE
I | 1B5C Exit IBHGpSELEEE )

@l AccessPort - COMS(115200,N,8,1) Opened — O >

Ele Edit View Monitor Tools Operation Help

PO0DE 9

Terminal Monitor
= | El Hex ab F | 57

HITE/1.1 200 OE

Date: Fri, 0Z Sep 201€ 03:22Z:45 GMT
Content-Type: application/json
Content-Length: Z2Z&

Connecticon: keep—alive

Server: Apache-Coyote/1.1

Pragma: no—cache

{"errno™:0, "error™: "succ"}

Send=> () Hex (®) Char Flain Text ~ | [ JReal Time Send Clear Send | [JDTR [JRTS ||| Max Size < 64KB

POST /devices/1083662/datapoeints HITP/1.1
api—kew: hkqrUFkOuliRHS0qbebZr2ddwili=
Host: api. heclouds. com

Content—Length:59

{"datastreams™: [{"1d": “temp”, “datapoints™: [{"value™:20}1} 1}

Comm Status CTS IER EING ELED (CD) CTS Hold DSR Hald RISD Held XOFF Held
Ready Tx 185 Rx 203 COMS5(115200,N,8,1) €

4.4. Http BV &R XE0R

: Bl HTTP = FumiZsE
Name : Socket ZFR
Local Port : fi Http N FERBREIEIRE S 0 , RiA bR CFE
Protocol : Http
Server : RSSE8HBUE , #£45 : api.heclouds.com
Server Port : RSZ28imO , #451 : 80
Method : fR#E HTTP i5K[RIaEEE | IEAIIN(E , —Rg/9 POST 5¢& GET,
Path : HTTP i&EKE&2
Headers : HTTP sLZ{EXS

(%]
—~
0]
©
—

L K R R R K R R 4
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Name Tep_Client
Local Port 0
Buffer Size 512
Keep Alivel(s) 60
Timeout(s) 300
Protocol Http v
Server api.heclouds.com
Scrver Port 80
Connect Mode Always M
Method POST v
Version HTTP/1.1 v
Path /devices/1083662/datapoints
Headers °
api-key hkqvUPkOUliRHS0gbebZv244wvM = °
Host api.heclouds.com °
Content-Length [59 l °

Step 2 : IRESTHE | A TCP BEFIRIERRE.

Communication State - "'Tcp Client’

Received Bytes Received Frames
0 0

Sent Bytes Sent Frames

0 0

Failed Bytes Failed Frames

0 0

Protocol State

TCP-CLIENT Connected

Client Ip

183.230.40.33

Step 3 : BO%IX HTTP faEzE | IRBWRIIRSESEISEHHIIN HTTP SR
( HTTP Header #iiEAS T RZIEO )
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@l AccessPort - COMS(115200,M,8,1) Opened — [}
Eile Edit View Monitor Tools Operation Help

%0 2o
_ d

Terminal Monitor
| B ab B | &
["errno":0, "error":"suce"}
Send=> () Hex (® Char Flain Text ~ [ |Real Time Send Clear Send | [JOTR [ETS || Max Size < 64KB
{"datastreans”: [{"1d": "temp”, “datapoints": [{"value":20}1}1}

5. WIRESHARK i@ T2

5.1. TRix#

Wireshark ZR{4ET B F oK EIRE , S EN SR ESUEFRRYARR | iBMERT
BRI HTRILTE,
Step 1 : ¥JFF wireshark TE , fa5 Interface IR

i Capturing from Realtek PCle GBE Family Controller: \Device\NPF_{03206AC7-7763-41C0-99F7-ACID4DEO99DA}  [Wire

File Edit View Go Capture Analyze Statistics Telephonx Tools Internals Help

@%iﬁl%l"‘ﬂfam— Gl 9 FT L EE QQQi @km

Options... Cirl+K

Filter: | ip.addr==192.1 @ Start Cirl+E ~ | Expression.. Clear Apply Save
Mo. Time & Stop Ctrl+E Destination Protocol Length Info
1211 76.791218 @ Restart Ctrl+R Lol 192.168.0.113 UDP 228 sourd

1212 76.797270 192.168.0.113 228 sourc

i Capture Filters...

Step 2 : AENIRAY PC M-~ , F s Start #&¢H

1B Wireshark: Capture Interfaces - O d
Description IP Packets Packets/s r

] @ Microsoft f280::958b:106:7bf:6a84 0 0 Details

O @ Microsoft 192.168.10.165 0 0 Details

2| Realtek PCle GBE Family Controller fe80:b873:7689:f33=:5775 35 22 Details
Help Start Stop Options l

Step 3 : f§ TCP&UDP TEAEMXEHE
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¥ TCPAUDPTIEETE - [183.230.40.33:80] — O X
Operate(0) View(l) Windows(WW) Help(H) Language X
| CreateConnn & CreateServer | 22 B Q| = 5P | % DisconnAll 3% DeleteConn &% | [@ | & - ]
Properties X | 3% 183.230.40.33:80 | 3£ 192.168.0.101:1061 4P
=M Client Mode ~
] DosEns: Send [~ AtuoSend Eve [LOO ms
. > 183.230.40.33:80 [Emnn . : c
G- Server Mode I Send Mex [ Send Filel” Send Beceived o | gption| 3
X TestPort: |30 —
Eg Local(192.168.0.113):80 Pr— g - .
POST /devices/1083662/datapoints HTTF/1.1
D 192.168.0.101:1061 r api-key: hkqvUPkOUIIRHSOgbe bZv248wvh=

4001 Host:zpi.heclouds.com
Contant-Length:53
Type =]
L3 {"datastreams"[{'id""temp", "datapoints"[{'valua"2

-
Eve [0 s
r
Eve [0 ns
Discormect :
Rec StopShow | Clear | Save | Option| I Showtex
Count
[~ Sare(In Time) [
smd B
ETC Ty "
Server: Apache—Tovete/l. 1
Reoy  |406 Pragna: no—cache
Clear {"errno”:0, "error”: “suce"JHITE/1. | 200 OK
Date: Fri, 02 Sep 2016 05:38:02 GNT
Content—Type: application/json
Content-Length: 26
Connection: keep—alive
Server: Apache—Tovete/1.1
Fragma: no—cache
{”Errr\u”:D, NErrUrNZMSUCC”} v
Send Speed(B/S): 0 Receive Speed(B/S): 0

Step 4 : Filter IENITIEIEIN , a0
SeRRISAYEUESR.,
(4]

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
BEoe 2T Ee AevnTL BEE QB EWME O

Fikter: Iip‘addr::183.230‘4033 vlgxpressim.. Clear Apply

EnEtRCH KAV E T EMEEIRRE LR

Save

Destination Protocol Length

http > 56482 332 SACK_PERM=1 WS=128

980916000 60 http > 56482
984426000 - . . 0. HTTP/1.1 200

00 C 5 ttp [ACK] ACH 4 Wi
- 860471000 168. .230.40.33 (ping) request %0001, seq=1/256, 7]
. 914650000 .230.40. .168.0.113 (ping) reply x0001, seq=1/256, tt1=46
. 865150000 .168.0. .230.40.33 (ping) request Tr1=64
918652000 . 168.0.113 ) reply tt1=46

. 604429000 .230. . > 56482 [FIN, ACK] Se

.415183000

178769000
270394000

579 132.237364000

1 1 54 F ACK] S A win 4
582 132.290350000 . . . 60 http > 56490 [ACK] 5eq=205 Ack=187 Win=15744 Len=0
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