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The list of currently supported products is as follows

Super Ethernet Port Product :

Product Name

Product Picture

Ethernet Serial Server Product :

Product Type

HF5111B

HF5142B
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HF5142A

Product Name

Wi-Fi Serial Serve

Product Name

r Product :

oo RO
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3G. 4G Serial Server:

Product Type
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Product Name
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1. HOW TO ENTER THE CLI COMMAND MODE ?

answer : a ) serial mode,
Steps 1 : Download SecureCRT Tool :

http://gb.hi-flying.com/download detail dc/downloadsld=22.html

Steps 2 : Set the actual device serial parameters, baud rate and so on,

Steps 3 : Button bar to add "+++" button command,

5 Serial-COM4 - SecureCRT - *
MR &EE(E) EHO) fFEmT B IR #ER)
A i R« H ﬁ*ﬁtw P& @3,
| Serial-coM4 I8E=m
EEGRT} SIETRET(B) "
show r SOCK DATA
Restart a0 L FwUpgr ade Debug
Exit .
EPORT=EXit [v] st
[v] mmEew I
+EEEY 9
IR REE EENV) EHO) &R BEES) TR EEIH)
HIRID -BAEEI FE @ ;
| Serial-com4
EFORT= A
show 5Y5 UART SOCK DATA
Restart rReload WIFI FwUpgrade Debug
Exit
EPORT=EXiT
prgdisd
i R _
Thic REFTH ol

EEERE. v ||t +++

R RS

W - & E—1EE (CR) o -EiE—R ‘e - BEE—ESC

n - BE— T LF) t- EE—1TAB b - BE—EE

FHRO THE iR
W

W +++ | @ a W STA @ WSS, @ WS.. @ AT+Z @ AT+.. @ WSLO @ 102.. @ 10.1.. |Defay ~

Steps 4 : Ul shows "EPORT>" which means module has entered the CLI

command mode,
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@ Serial-COMA4 - SecureCRT — O b

MHE | FRE EENM ERO SEE0 BHEE IRL #EH
HI DI BRI S FEY @,

IJ.EE:I&.I&QM&
’E PORT=]] -

Note:
Any serial port tools which can be sent "+++" must be a continuous packet of

data, before and after can not have other data (such as enter and newline

characters).
b ) Telnet Mode,
Steps 1 : Input the IP address of the device (IP address can be searched by

IOTService tool), port 23.

MR | EE ZEEN) ERO) &M BEES) LR EEH)
ARG A BEBES TR 0 &,
| hitp:/f192.168.0.121 o >
]
(P Telnet “
EHEH: | 192,168.0.121|
#®0(0): ), None v
[ et B s () RiF=IEW
e etk a g o]
L
o +++ @ a ! Eﬂzﬁ e @ 10.1... | Defal ~

Steps 2 : The default login name and password are both admin, then it shows

“"EPORT> “ which means module has entered the CLI command mode

& 192.168.0.121 - SecureCRT — O *
MR EEE =8N ERO) &£mT) BERES) IR #EiH)
HEE® #LE%E 3 HF% 7] =

| 132.188.0.121

login:admin
password:
EPORT>
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2. HOW TO MODIFY THE FOLLOWING WEB PAGE AND DISPLAY
IOTSERVICE DEVICE NAME ?

a - O X
[ HF2211 x

& C |® 192.168.0.121/index.html ﬁ| ;

- ]
Status

ystemn running status ove

STATUS

SYSTEM SETTINGS

Product Name
SERIAL PORT SETTINGS Product Name MAC J

HF2211 FOFE6B536970

FOMMIINICATION CETTINGS
2 LO.T Service

Management (M} Setting (C) Help (H)

Begin % Stop Config Status nj?ﬂ VirPath -= Disconnected

SNDevType] MAC Address HostMame P
1HF2211 |FOFEGBS36970 |Eport-HF2211  |[192.168.0.121

Position VirPath State SW Ver
Local Online |1.10g5

Answer : Modify by Cli instruction,
Steps 1 : Enter Cli instruction mode.

Steps 2 : Enter the following directory to modify the CustomerID to a custom

value (available in the Cli command mode tab to display available commands or fill
command, the command is case sensitive).

[E Serial-COM4 - SecureCRT

(== ==
ZHHF RERE EEV) ERO) S8 ExS) ITRL  EEH)
AIRID BARBEIFRY elaly
| | serial-coms | ]
EPORT>SYS
EPORT/SYS>CustomerID AAAAAA
SET-0K
EPORT/SYS>
Results show :
Restart the tool or refresh the page to see the effect.
& LO.T Service — =

Management (M) Setting (C) Help (H)

Begin % Stop Config Status ﬂ%}ff VirPath -j: Disconnected
SN| DevType | MAC Address Hosthame IP
AAAAAL  FOFEBB536970 |[Eport-HF2211  (192.168.0.121

Position VirPath State SW Ver
Local

Online |1.10g5
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&« C @ 192.168.0.121/index.hitml |
-
Status
STATUS T

S _

System running status overview

SERIAL PORT SETTINGS Product Name MAC
AAAAAL FOFEGBS3E970
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3. HOW TO MODIFY THE HOST NAME DISPLAYED ON THE
ROUTER DHCP CLIENT ?

& TENDA 1INTTERESHSE X

& C | ® 192.168.0.1/advance.asp
FREEE IF fht 1921880
— me Akt &0
AR T =25 IPHdt M T2
LS
LS
Bl
DHCE RS 22
& TEHH MACH4t AT
Apple—PC 192 168.0. 108 G TEBA AT ZAEA 00:0s: 26
PC-2016070EXLHE 192,168, 0. 120 B3 EE:65:EC:EE A3 000918
DESETOP-L1GEQSF 182, 168.0.123 B0 FE:90:CO:50:04 00:34:24
I Eport-HF2211 192 1658.0. 121 FO:.FE:GB:B3:69:73 00:35:38 I
“.._? 1.O.T Service T T 7T >
Management (M) Setting (C) Help (H)
Begin x Stop Config Status ll?ﬂ VirPath !3 Disconnected
SNDevType] MAC Address HostMame IP FPosition WirPath State SW Ver
1HF2211 JFOFEGB536970 |Eport-HF2211  |192.168.0.121 Local Online |1.10g5
Answer : Through 10TService tools or Web pages.
a ) I0TService Tools
¥ Device Setting
System SOCKET
User i
| admin| SOCKET Name: vihrough | w
Password: | admin|
Protocol: |UDPCLIENT ||
HostName: | BBBEB| | | |
Senver Addr: 192 168.0.112
Eratle |7
Server Port | 28987|
IP Address:
Mask: Local Port:
Gate Way: Keep Alive:
DNS: 10.10.100.254| Time Out:
Metwork Mode: = Rout: |netp |v|
UART Buffer Size: | 1500|
| New SOCKET | | SOCKET Del |
Baudrate: 115200 v |

http://www.iotworkshop.com
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b ) Web Pages

& TENDA 1INFEZRESE X [) AMAAAA X\

¢ - C | Fez | 1921680.121/system.himl

System Settings

Change the device system seftings

SYSTEM SETTINGS Authentication

STATUS

SERIAL PORT SETTINGS User Name admin
Password sanan
COMMUNICATION SETTINGS
CUSTOM SETTINGS Network Information
Host Name EEEEBE
OTHERS
Network Mode Router v

Results show :
Restart the device after setup, login to the router to view the device hostname.

j" & TENDA 1INTEHRSASE x "'\ [ AAAAAA x
< C |® A== | 192.168.0.1/advance.asp
FH4E IRt M gk H0E
G302 THECT 330F 192.168.0.119  14:20:27:F0:F&:E9 00:31:53
FHEZ10 182.163.0.101  28:20:52:02:85:97 00:33:12
androi d-dbd £a37bo3ed F85E 192, 163.0.117  ©0:9F:05:05: 1A 14 00:35:13
you 192.168.0.113  70:EF:00:3F:DF:93 00:36:13
DESKTOP-LIGRGEF 192.168.0.123  50:7:90:CD:50:04 00:38:29
unknewn 192.168.0.102  10:BF:48:E6:F3:97 00:44:25
dongyindeiPhens 192.168.0.122  BC:9F:EF:04:37:12 00:48:36
iFad 192.168.0.109  E0:66:78:14:FL:C0 00:54:04
vivo-Y6s 192, 168.0. 106  70:19:23:28: 1A:52 005555
iFhone 182, 162.0.104  84:41:67:50:F7: 78 00:56:30
ORVIEO_COCO_E1D 162, 165.0.100  AC:CF:23:60:38:60 00:67:20
| EEEE 192.168.0.121  FO:FE:6B:53:69:73 o0:59:52 |
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4. HOW TO MODIFY THE HF2211 DEVICE AS A STATIC IP

ADDRESS ?

Answer : Through I0TService tools or Web pages which is similar to other

industrial products.

a ) IOTService TOOLS

Steps 1 : HF2211 Ethernet interface directly connected to the router LAN port,

PC is also connected to the router,

Steps 2 : Open the IOTService tool to modify the configuration, restart after the

modification is effective,

&Y Device Setting

System

User: ‘ admin|
Password: | admin|
HostName: | BBEEE|
DHCP: Disable |
IP Address: | 192.168.0 50|
Mask: \ 255.255.255.0)
Gate Way: | 192.168.0.1|
DNS: \ 192.168.0.1|

Network Mode:

Router -

UART

UART No: [oaRT ]
Baudrate: 115200 -
Data Bits: B [+]
Stop Bits: :
party fove [+
Flow Control: :
Buffer Size: 8192

b ) Web Pages

SOCKET WiFi
SOCKETHame parroun ]| T:?SQS:ID' [ = HF2211 ﬁg|?vn|‘
Protocol: [UDP-CLIENT |+ ] :AP o . | : |
Server Addr: 192.168.0.112 STA SSID:
Server Port: 28987 STAKey:
Local Port
Keep Alive:
Time Out:
ot poo 7]
Buffer Sizes 1500
[ NewsOCKET SOCKET Del
LAN
IP Address: | 10.10.100.254] [ conim [ canca ] ot
WMask: | 255.255.255.0| | Export [ impot ]
BLiCE [ ™ [ Fsetupsate | [ Fsetciear | VirPath

Steps 1 : WIFI connects to HF2211 device hotspot, hotspot name starts with

"HF2211 ",

Steps 2 : Input IP "10.10.100.254" in browser, restart the following modified

WAN parameters.

http://www.iotworkshop.com
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System Settings

STATUS
Change the device system settings
SYSTEM SETTINGS Authentication
SERIAL PORT SETTINGS User Name admin
Password
COMMUNICATION SETTINGS
CUSTOM SETTINGS Network Information
Host Name BBEEB
OTHERS
Network Mode Router v
WAN Settings
DHCP B o
WAN IP 192.168.0.50
Subnet Mask 255.255.255.0
Gateway 192.168.0.1
DNS 192.168.0.1
Note:

Web login username

You can also use the network cable directly connected to the PC and HF2211,
but the HF2211 network port with different wireless operating mode IP address will
be different (AP mode network port is LAN port, direct connection LAN IP is
10.10.100.254 , STA mode network port is WAN port, directly connected with Auto

IP: 169.254.173.207).
Results show :

& L.O.T Service

Management (M) Setting (C) Help (H)

Beagin % Stop @ Config ‘fﬁ Status %ﬂ VirPath

= Disconnected

SM| DevType| MAC Address Hosthlame IP Position VirPath State SW Ver
1|AA88AA  |FOFEGB5236970 BBBBB 192.168.0.50 Local line {1.1005
http://www.iotworkshop.com 11 Copyright © 2013 . All rights reserved
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5. HOW TO SAVE THE MODIFIED PARAMETERS AS FACTORY

PARAMETERS ?
Answer : Through the 10TService tool or web page factory parameters save
function, so that even after the factory reset to restore the current saved
parameters, otherwise it will restore the most primitive parameters of the

device.

a ) I0TService Tools

£} Device Setting
~System - SOCKET - WiFi
= Mode: AP -
User B socker name nvougn =] | | L]
. AP SSID: HF2211_6970|
Password: admin =
Protocol: UDP-CLENT  [+] e | |
HostName BBEBB| '
Server Addr: 192.168.0.112 STASSID
st~ e |
Server Port: 28087 £
IP Address 192.166.0.50 STAKey.
Local Port s
Mask 55 255.255.0 oealre | o |
Gateway [ 19216801 EEihE
DNS: 192.168.0.1 Time Out:
Networc oge: Roer [v] | | mou L
~UART Buffer Size: 1500
e R
° | NewSOCKET | | SOCKETDel |
Baudrate: 230400 -
RN E.2
L I~ IP Address: | 10.10.100.254] [comn_] [cas ]
Parity: MNONE Detail
[NoNE__[~] Mask: | 255 256 255 0 — rom—
Flow Contral: Hal-Duplex [ | | P | ‘ p |
: Enable i
Suffer Size: 3192 DHCP [Enable ]>] | F-setUpdate || | FsetClear | Mireai
b ) Web Pages
, . (2] - ul X
F TENDA 1INFLERRSE x/" [RELYYY x
ra C | ® 192.1680.50/0thers htm ¥ |

‘ oo

STATUS

SYSTEM SETTINGS

SERIAL PORT SETTINGS
COMMUNICATION SETTINGS
CUSTOM SETTINGS

OTHERS

Note :

Others

change the device other

settings

Backup/Restore Configuration

+ Choose File

Backup

Restore

Upgrade

Firmware

+ Choose File

Factory Settings

et

Jl

Clear

Clear

Reload/Restart

English v

Backup/Restore Configuration

http://www.iotworkshop.com
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The saved factory parameters can also be cleared by the Clear button.
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6. CAN PING EQUIPMENT IP BUT WHY NOT OPEN WEB

CONFIGURATION PAGE?

Answer : There may be the following situations.

a ) Upgrade the new program but did not update the corresponding page,
the latest firmware and web page upgrade file can contact Hi-flying, enter IP /
hide.html login to the internal web page, the first [select file] to upgrade the
application, the second [ Select File] to upgrade external web pages.

< C | ® 192.168.2.105/hide.html

Upgrade application
PEENE | RIEFTEE

Upload

|Upgrade customized webpage
| R | REFEEIE

Upload

b ) Browser version, the device supports IE10, Chrome, Firefox and other
browsers, but does not support 360 browser, IE version less than 10. Because
some versions do not support, Google Chrome is optimally recommended.

http://www.iotworkshop.com 14 Copyright © 2013 . All rights reserved
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7. AFTER SETTING THE STATIC IP OF THE DEVICE, BUT FORGET
THE PARAMETERS SET BEFORE THE DEVICE AND THE
NETWORK ENVIRONMENT HAS CHANGED, HOW TO
RESTORE ?

Answer : There are several ways,

a ) Long press the device's Reset button for more than 3 seconds until
release,which will restore the factory settings, the device will automatically
restart,

b ) The serial port enters Cli order, Reload resumes the factory setting,
5 Serial-COM4 - SecureCRT - O X

B #EE EEN HERO SE0D BERE TEL EEHH
HPEROE B RAEE3 FH 7] s
| Serial-coM4

EPORT>EPORT>
show SYS UART SOCK DATA
Restart rReload WIFI FwUpgrade Debug
Exit
EPORT=Re |oad
ResTart. .

¢ ) Network cable directly connected to the PC and equipment, use the
broadcast search method to find the current static IP device to modify. Modify
the PC into the same network segment and restart the device, you can use the

tool to re-configure the device.

£ LO.T Service — *
Management () m Help (H)
Software Sefting Cirl-M _
) Default Setting ~ Cirl-D ? e By Disconnected
SN| DevType| n ddDevice  CrH | P | Position VirPath | state | SW Ver
BroadCast Scan I
Language »

£ 3

-

Management (M} Setting (C) Help (H)

% Stop ? VirPath -_-F%J Disconnected
SN| DevType| MAC Address | HostName P | Position VirPath | State | SW Ver
|
¥ BroadCast Scan >
SN DevType MAC Address P
1 HF2211 FOFERB526070 10.10.101.10
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Answer : There are several ways.
a ) External webpage mode.

& TENDA 11NF&Ee=sE x/" [ AAAAAA X\

< C |® 192.168.0.121/others.hitml

Others
STATUS . .
change the device other settings
SYSTEM SETTINGS Backup/Restore Configuration
Uploi
SERIAL PORT SETTINGS Backup
Restore + Choose File
COMMUNICATION SETTINGS
CUSTOM SETTINGS Upgrade
Firmware + Choose File
OTHERS

b ) Internal web page approach.

& TENDA 1INFE£E=E X )/ [) 192168.0.121/hideht: X
& («BK6)192.168.0.121/hide.htmi

Upgrade application

BERRN It | REFEEIS

Upload

Upgrade customized webpage

BEREE | REREAXSF
| Upload | .
c ) 10TService tools, upgrade with 10TService tools need to register
IOTBridge account (see 10TService tool instructions), part of the product
firmware has been stored on our server. Just log in to the account you can
perform local or remote device upgrade action. Contact Hi-flying to get this
support, follow-up 10TBridge will open the firmware user upload feature to
facilitate the management of user-customized firmware.
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2 1L.0.T Service

Management (M) Setting (C) Help (H)

Begin ﬁ Stop @ Config | (| Status “? VirPath

- X

= Connected
—

Delete Selected Device

SN| DevType| MAC Address | HostName P Position VirPath State SW Ver
1/AAAAAA |FOFEGBS36970 [Eport-HF2211 |192.168.0.121  |Local }Online 1.1005
2|HF51118|FOFEEB3DDA... |[Eport-HF51118 [124.64.108.89  |China.Beijing |offine |1.10
3|HF2221 |FOFEGBSDET60|/Eport-HF2221 |116.231.252239 |China.Shanghai[TCP-SERVER/ Disconnect |Offine [1.10¢
4|HF2421 |[FOFEGB7BD3.. |[Eport-HF2421 [112.64.189.2 = . ——— [Offine [1.10d New ver |
SE10  |FOFESB3A42FE [EPOM-E1D 116,231 252| ~OPY Device [Offfine [1.10
6/HF5111B|FOFEGB3DDE... [Eport-HF51118 |116.231.252] Device Table Filter |Cffline |1.10c
7[E10 |FOFEGBAD4AEF |Epor-E10 1116.231.252] Refresh =NT/192.168.0.12... Offiine [1.10

Upgrade Firmware Selected

Upagrade Firmware All

d ) Upgrade Tools, you can use this tool to batch upgrade all devices in the
LAN, upgrade applications, web pages, configuration parameters and scripts.

Please contact Hi-flying for this support.

tf Upgrade Tool V1.5a — O *
Management Setting
Start Scan % Stop Scan MitFE: () BB ( kmaE: HE
SN DevType MAC Address P SW Ver Status - Setting
1 AAMAAR FOFEGB536970 192.168.0.121 1.1005
[] Auto Upgrade
[] Uparad APP
[] Upgrad Web
[] Upgrad Cfg
[] Reload

[] Upgrad Script

Product Type:
E10

Customer ID:

I

http://www.iotworkshop.com
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9. WHY IOTSERVICE TOOL CAN NOT FIND THE DEVICE ?
Answer : There are several possibilities.

a) In the LAN environment, the device that searches for the router above
the network is not supported at present. That is, the network is as shown in the
following figure. The PC1 can not search the upper-level device. If the network
environment itself can communicate with the external network, the PC1 can be
configured remotely using 10TService. If you do not Unicom extranet, this
environment can only be configured by the tool installed on the PC2.

PC1
b ) LAN environment, set the IP of the device but may not be in the same

network segment with the router, through 10TService broadcast search
function can be modified to the same network segment and then configure.

£ 3

-

Management (M) Seiting (C) Help (H)
% Stop EI%U VirPath !-Fx Disconnected
SN| DevType| MAC Address | HostName P | Position VirPath | State | SW Ver
|
¥ BroadCast Scan >
SN DevType MAC Address P
1 HF2211 FOFERB526070 10.10.101.10

c ) LAN environment, the device IP can PING, but IOTService tools still can
not search the device. Make sure the computer is enabled to only one network
card, all other cards are disabled, including the virtual network adapter.

http://www.iotworkshop.com 18 Copyright © 2013 . All rights reserved
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d ) Remote environment, I0TService set the account information, you can
see all the devices under the current account. When the device shows online
state, the first double-click the device may be timeout error, you can directly
double-click again to enter.
10.WHY RS232 CAN NOT COMMUNICATE ?

Answer : Check the serial port parameters, check the serial port cable, serial
cable requires 2-3 cross. It is recommended to use the serial cable we provide.

I 0
b4
DBY 23k (§H3)

Pin Number | Name Description
2 RXD Receive Data
3 TXD Send Dpta
5 GND GND
7 RTS Request to Send
8 CTS Clear to Send

11.WHY RS232 FLOW CONTROL FUNCTION CAN NOT BE USED ?
Answer : Check the serial port parameters and the serial cable. Serial cable
requires 2-3 cross, 7-8 cross. The serial cable we provide is 2-3 cross, and 7-8
cross does not cross, such as the need for 7-8 cross.Please in advance contact

us.
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wi uvevice BE‘IH"Ig
System SOCKET WiFi
User: i Mode AP -
ser | admin| SOCKET Name: vihough |~ | =]
Password | admin| AP SSID: [ HF2211_6970|
Protocal UDP-CLIENT |+ AP Ker | |
Hosthame: | Eport-HF2211 Y
Server Addr: 192.168.0.112 STASSID
e[ BT
Server Port: 28987 :
IP Address: SR
Mask: Local Port | Scan |
Cate Way: Keep Alive:
DNS: 10.10.101.254| Time Out
—— Rower =] | | row C—
UART Buffer Size: 1500
| MewsockeT | [ sockeTpel |
Baudrate: 115200 |w
N C. [
Stop Bits 1
I IP Address: | 10.10.100.254]
Parity NONE = | Conim | | Cancel | Detail
Mask: | 255.255.255.0|
Flow Control: FlowCrl | = | | Bpot | [ mpon |
: Enable
P — 3192 e [Eeaie [z [ Fsetupdate | [ Fsetclear | adial

12.WHY RS232 CAN COMMUNICATE, BUT RS485 CAN NOT

COMMUNICATE ?

Answer : Check the serial port parameters, RS485 communication. The serial
port needs to be set to half-duplex mode, as shown below.

£} Device Setting

H
System SOCKET WiFi
u i Mode AP -
ser __ admin SOCKET Nams: vihrough | = | | =]
] AP SSID: HF22141_6970]
Password: admin =
Protocol: UDPCLEENT [~ T | |
Hosthame: Eport-HF2211 N B
ernver Addr. 192.168.0.112 STASSID:
Enable || —
Senver Port: 28987 2
IP Address: ST
Mask: Local Port: | Scan |
Gate Way: Keep Alive:
DNS: 10.10.101.254 Time Out:
Notuoretiode Roder ] | | Rou [t
UART Buffer Size: 1500
o | New SOCKET | | SOCKET Del |
Baudrate: 115200 -
I £ R
[ I~ IP Address: 10.10.100.254 | S | ‘ I |
Parity: NONE Detail
poe [ Mask: | 255 255 255.0) — —
Flow Contral: HalDuplex | » | P | ‘ P |
" Enable
Buffer Size Disable Bie= [Enable x| [ Fsetupaate | | Fsetciear | wdain
——|FlowCtrl
| |Haif-Duplex

13.HOW TO ENABLE STA MODE ROAMING FUNCTION OF

HF2211?

Answer : Enter the Cli command mode, and following is the command to enable
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roaming function. Take effect after restart. The parameters are as follows.
Roaming: Enable / disable roaming function.

ScanRssi: scan threshold, the unit of percentage value, the current signal
strength below is the set value, start the scan.

Scaninterval: scan interval, in seconds, scan for a period of time whether there
is a stronger signal strength AP of the same name.

ReconnectRssi: reconnection signal strength threshold. The current signal
strength is lower than ScanRssi. Start the scan, when scanning to the
proportion of signal with stronger strength, the switch is connected to a new

AP. The switching process may take some time.

EFORT/WIFI=Roaming Enable
SET-0K

EFORT/WIFI=Roaming
Roaming:Enable
Scankssi40
ScanInterwval:s
ReconnectRssi 60
EPORT/WIFI=Roaming Enable 50 & 70
SET-0K

EPORT /WIFI=Roaming
Roaming:Enable
Scankssi:s0
SscanInterwval:6
ReconnectRssi:70

14.HOW TO HIDE THE HF2211 AP HOTSPOT ?

Answer : Enter Cli command mode and enable hidden SSID.

EPORT/WIFI>HideSsSID on
SET-OK
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15.HOW TO SET THE HEARTBEAT PACKET (SEND DATA
REGULARLY) FUNCTION ?

Answer : Through the I0TService tools, Web page settings.

a )IOTService tool, the device supports TCP client to send heartbeat packets

by default, the heartbeat packet interval is keepalive value (same as keepalive

packet time in the bottom).

7 Setup Detail HOQLTIG | R Taos waomi AWReRT  Waes PR |3 ssas | [
X
System UART
Telnet G =T =] SOCKET WiFi
Mode
Telnet Port = UART Pratocol NONE [ +] SOCKET Name e [~ =]
. Enable AP SSID: HF2211_6970)
Telnet Echo
Frame Length: Pratocol: TCP-CLIENT - AP Ke ,—
Embedded Web [reP-cLE " ]
Frame Time: Server Addr. 192168.0.123 STASSID:
Web Port 80
5 : g Server Port: STAKey:
NTP Server Tag Start Local Port: | ‘
NTP Port Tag End: | Keep Alive: | 50| |
HIECUE W Flow Control [Disadle |~ Time Out o
SOCKET Yon Rout uart [~]
T2 | | o e T
Seauny foasie |
i ey New SOCKET SOCKET Del
Securiy Key Cli Getin Serial-Sting [ | | ‘ ‘ ‘
Serial-String: |
Cli Wait Time: LA
Connect Wode: [Aways [~ ] | ait Time 300
P Address: 10.10.100.254
‘ Confirm ‘ ‘ Cancel ‘
Stop Serial Detail
Mask: | 256.255.265.0
e Confirm [ Epot | [ impor |
e ! Hle Fara DHEP [Enabie 2] [ Fsetupdate | [ FsetClear | | VP
HeartBeat Serial: ARAAAB| Cancel
e - O X

4 LO.T Workshop

&«

X/ [ AAAAAA

SYSTEM SETTINGS

SERIAL PORT SETTINGS

COMMUNICATION SETTINGS

CUSTOM SETTINGS

OTHERS

C | ® 192.168.0.121/socket.htm|

Name netp
Buffer Size 8192
Keep Alive(s) 60
Timeout(s) 0
Protocol Tep Client v
Local Port 8899
Server 192.168.0.123
Server Port 9000
Connect Mode Always M
Heart Beat
Heart Beat Code AAAAAB

Note :

1. The heartbeat packet up to 12 bytes.

Basic Settings

2. If you need to send hexadecimal data, the characters are separated by
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spaces, as shown below.

“

t Setup Detail
System

Telnet:

Telnet Port
Telnet Echo:
Embedded Web:
‘Web Port:

MNTP:

NTP Server:
NTFP Port:

NTP GMT:

SOCKET
SOCKET Mame:

Security:
Security Key:

Connect Mode:
Stop Serial:

HeartBeat:

Enable

I

2

m m
3|2
w ||
=4 |l =
w || m

=

o

o

&

)
w
=]

netp

=
o
o
&
)

Always

nable

| HeartBeat Serial:

;i I
m
m
[}
(]
i=10K1 K

UART
UART Ma:

UART Protocol:

Frame Length:

pRT1 ]~]
Frame Time:
Tag Enable: l:lj
Tag Start:
Tag End:
SW Flow Control:
Xon:
Xoff:
Cli Getin |Seriak-Sting ||
Serial-String: | +++|
Cli Wait Time: 300

Confirm
Cancel

His Para

3. heartbeat package function can also be achieved through the script to

meet the special needs, such as the following functions can be achieved

A.1l.Demands

When netp socket channel has conneted, serial port will send “netp

connected”

"

through the script. Please see "HIS script" application documentation.

netp disconnected” when the network is shut down.

When netp Socket channel is normal, it send “hearbeat data” in every 30

seconds.
Result Show :

£ TCPAUDPRSATE - [192.168.0.121:8899] - a b Pra—
Operate(Q) View(¥) Help(H) Language <
_ ystem
Z} CreateConnn & CreateServer | 32 BO= 52 | S DisconnAll | 3 DeleteConn 5% | @] | & Teinet
Properties il 192.168.0.121:889 192.168.0.121:3899 b x
S m Chent Mod S il | Telnet Port
ient Mode
DestIP
B 1921680121399 o Send | [ AtwSend Eve [10D ns Send T
: [ Send Hex [~ Send File[” Send Receive 4 n
B+ Server Mode I Clear | Option| || | Embedded Web
£-38 Local(192.168.0.123):9000
> 192.168.0.121:8899 i Web Fort
[e000 NTP:
Tyee [rcp NTP Server:
[l NTP Port
Eve [P5
NTP GHT:
=
o | SOCKET
SOCKET Name:
Ree StopShow Clear Save | Option| W ShowHex
- [ o] [ o | ]|
Send h [~ Save(In Time) J Security:
aa bb oc dd ee £F Security Key:
Reev 6
Elos Connect Mode
Stop Serial
HeartBeat:
HeartBeat Serial

Enable

UART

UART No, [oART1 1+
UART Protocol
Frame Length

Frame Time:

Tag Enable: [Disave ] ~]
Tag Start

Tag End

SW Flow Control [Disanie [~]

on:

Xoff
Cli Getin
Seriabstring: | e
Cli Wait Time: [ 300
Confirm
His Para

[ AABB CC DD EE FF|

[ caea |
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16. VPN MODE 1 TO MANY TESTS
Answer : Through the I0TService tools and SecureCRT tools

a ) Through the serial port tool, send +++ into cli mode to open each VPN
mode HF2421, and set the test VPN server address: 112.124.43.15

EPORT>SYS
EPORT/SYS>Network
EPORT/SYS/Network>
DHCP DNS HostName APN
VPN PortForward Ethmode Traffic Traffic
an Mode Quit
EPORT/sYs/Network>f _
EPORT,/SYS=Network

FPORT,/5¥5,/Network=VFN Enable

Input NAT Server Address:112.124.43.15
Input User Name[]:hiflying

Input Password:testl23

ET-0K

When set-ok appears, it reboots, indicating that the VPN setting is successful.

The same HF2421 is also configured the same way. After the setting is successful,
sys / network is queried for the following figure.

EFUJRL S IT3/ NSLWWI t\..?"-"l...lll
EPORT/5YS,/Networ k=VPN
Enable
Sserver:112.124.43.15
Local IP:192.168.18.4
EFORT,/5v5,/Networ k=]

b ) Open IOTService tools

The computer connects to the Ethernet network interface of the device 1
through the wifi or network cable of the device 1, and opens the IOTService tool to
search for the device, as shown in the figure.

€ LoT B T L= | o )
BB M) %3 (C) EEEDN(H)
R wms | (O wame | waves| 'S awae RS

B linEsem|  macHil Fil IPHThE s EEtEiRiE b S

1|HF2421 |FOFEGB283514 [Eport-HF2421 (1010100254 [ i |1.10g

ZIHFLITT [FUFEDESLESAUEDOTT-HELIT IUAR-AR-C R . T %235 1Y) iR .

3|HF2211 |FOFEGBSDBC... [Eport-HF2211 [101.81.240177 |hE L& =ik |1.00) HEE

4|HF2211 |FOFEGB536E24 |[Eport-HF2211 [116.231.262.239 |hE L& COM2MUDP FiE =i |10

5|HF2211 |ACCF23FFG0&0|Epornt-HF2211 [101.81.240177 |hE L& =i |1.10c

6|HF2211 |FOFEGBADTAO4|Eport-HF2211 [101.88.239.205 |hE L% =i 120

Then enter the device editing interface, set the device 1 as a server.
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EiEEi netp |+
i ITCP-SERVER ||
AR5 22 m L

AR EimO S

FHROS: | 3399
TCPIgEERE | \\ 60|
TCPbERT: | \ 0|
] |uart1 B4
SEMEA | 3192|
| oEEmEE || MeEE |

Settings the device 2 as follow (at this time, the computer is connected to the
wifi or Ethernet port of the device 2, same as step b), and use it as a client

L2

PR neto |+
Hrase: [TCP-CLENT  |+|
S Eimtt | 192.168.18.2|
FEEROS | 3899
FHEROS: \

TCPEEENE |\ 60|
TCPEENt | " |
R uart2 -
SE MR A | 5192
| EEEE || WeEs |

After setting, restart the HF2421 and view the information via SecureCRT
The server shows the client IP can be successful when successful connection,
you can carry out transparent transmission of data.

http://www.iotworkshop.com 25 Copyright © 2013 . All rights reserved



http://www.iotworkshop.com/

1.O.T

WORKSHOP

===50CK 5STatus===
S0CK Name:netp

Client IP:192.168.18.3

Recv Bytes:UO Recv Frames:0
send Bytes:0 send Frames:0
Failed Bytes:0 Failed Frames:0

The client shows that it is connected and reads the correct Server ip

===50CK 5Tatus=—=
SOCK _Name:netp
State:Connected

Server IP:192.168.18.2

Send Eyte5;l4 Send Frames:5
Failed Bytes:0 Failed Frames:0

===WIFI Status===
Mode: AP
AP S55ID:HFZ2421_D408

This two devices through the serial port to each other for data transmission.
(Note: One server can allow multiple client devices to connect, enabling
one-to-many communication.)
17.HW TO MAKE IOTSERVICE START AUTOMATICALLY?
Answer :
a) Win7&10: Enter into the following directory:
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup.
b ) Put IOTService startup icon into this directory.

4 <« Microsoft + Windows » Start Menu > Programs » Startup v O EE"Startup R
) ER Fu
3 BuEAE
desktop.ini KB
[i| OneDrive L] 10TService K

BR
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